XXXXXX XXXXXX
Thesis Proposal
7/12/18
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Project Purpose: When sending messages wirelessly, we wish to keep the message secret from
eavesdroppers. There is a method of securing the message if the intended recipient has a better
signal than the eavesdropper, but this only works for specific levels of signal clarity. I will seek
to make this method more adaptable so that it can ensure secrecy at a much wider range of signal
levels.
Project Importance: Secrecy in wireless communication is one of the greatest problems facing
technology today. This will become especially important as the internet of things continues to
expand, leading to a multitude of devices wirelessly transmitting potentially sensitive
information, such as health or financial data. There are methods that can guarantee secrecy, if the
authorized user has a higher signal level than any eavesdroppers. However, there are no methods
that can guarantee this secrecy at various levels of noise, meaning that they are only useful in
very specific circumstances. My project will seek to fill this important gap by allowing methods
that already guarantee secrecy to adapt to different noise levels without needing a larger
advantage.
Here is a sample of papers showing the importance of this research:
Vilela, Joi'io P. et. al. "Interleaved Concatenated Coding for Secrecy in the Finite Blocklength
Regime." IEEE Signal Processing Letters, Vol. 23, No. 3, March 2016.
Sarmento, Dinis et. al. "Interleaved Coding for Secrecy with a Hidden Key."
Maturo, Nicola et. al. "Security gap assessment for the fast fading wiretap channel." ICT 2013.
Harrison, Willie K. et. al. "Coding for Secrecy." IEEE Signal Processing Magazine. September
2013.
Project Overview:
Through this research, I will seek to find a way to achieve greater secrecy in wireless
communications. My work will be focused on the model of communication presented in the
article "Coding for Secrecy", 1 shown here as Figure 1.
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Figure 1. Wireless Communication Model
The model consists of three entities: Alice, who is trying to send a secure communication to Bob,
who is trying to receive the communication, and Eve, who is trying to intercept and decode the
secret message. In this model, Eve is a passive eavesdropper: she only receives and does not
transmit anything. Before Alice transmits, she encodes the message, M, in order to protect it. The
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"Coding for Secrecy'' Harrison, Willie K. et. al. IEEE Signal Processing Magazine. September 2013.

